empaower

Resilience - Persistence - Success

Technology Requirements + Student Data Security

All students will need a school email to participate in the program- grades 6-12. It is also
recommended they have headphones for viewing videos.
Schools will have the option to input student information through our online referral tool
or a csv file. (SSO available with technology fee)
Once enrolled, students are sent an email on the first day of their program. This email
has a link to the EmpowerU platform so they can get started right away. Referring staff
and parent/caregiver will be copied.
Whitelist domains
a. Inorder to ensure no issues with EmpowerU - the following website domains
should be whitelisted for the district:
myempoweru.com
*.intercom.com
* fontawesome.com
fonts.googleapis.com
fonts.gstatic.com
*.empoweru.com
*.intercom-mail.com
* fontawesome.com
*.w.org
*.gmpg.org
*.cloudflare.com
*.youtube.com
*.youtube.com/channel/UCIRUONJPSUpER9pCBZrbqSg
*.googleforms.com

Whitelist email domains
a. Students will need to be able to receive emails from:
i myempoweru.com,
ii. Intercom.com
iii. outbound.intercom.myempoweru.com,
intercom-mail.com.

.2.

EmpowerU is built using WordPress, and student level data is transferred either via
secure email or via our platform. To review all student fields required, please see our
upload template. For data transferred via the platform, transfer is secured via SSL
(SHA-256 with RSA Encryption).



https://docs.google.com/spreadsheets/d/1IoLrk8DdY3N3IgIzpE1YFbCUd9RaZfW0o614RoQmSN8/edit#gid=0

At rest, all passwords are encrypted via hashing.

Individual student-level summary data from the platform is shared back with a district
and school on a weekly basis. At year-end, student data is shared in aggregate, with
analytics on student progress in increasing their confidence, resilience, and motivation.



